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FOREWORD

The present OECD Guidelines for the Security of Information Systems and
Networks: Towards a Culture of Security were adopted as a Recommendation
of the OECD Council at its 1037" Session on 25 July 2002.

AVANT-PROPOS

Les présentes Lignes directrices de I' OCDE régissant la sécurité des systémes
et réseaux d'information : vers une culture de la sécurité ont été adoptées sous
la forme d’'une Recommandation du Conseil de I'OCDE lors de sa 1037éme
session, le 25 juillet 2002.
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GUIDELINESFOR THE SECURITY OF INFORMATION SYSTEMS
AND NETWORKS

TOWARDSA CULTURE OF SECURITY

PREFACE

The use of information systems and networks and the entire information
technology environment have changed dramatically since 1992 when the OECD
first put forward the Guidelines for the Security of Information Systems. These
continuing changes offer significant advantages but also require a much greater
emphasis on security by governments, businesses, other organisations and
individual users who develop, own, provide, manage service and use
information systems and networks (* participants’).

Ever more powerful personal computers, converging technologies and the
widespread use of the Internet have replaced what were modest, stand-alone
systems in predominantly closed networks. Today, participants are increasingly
interconnected and the connections cross nationa borders. In addition, the
Internet supports critical infrastructures such as energy, transportation and
finance and plays amajor part in how companies do business, how governments
provide services to citizens and enterprises and how individua citizens
communicate and exchange information. The nature and type of technologies
that constitute the communications and information infrastructure aso have
changed significantly. The number and nature of infrastructure access devices
have multiplied to include fixed, wireless and mobile devices and a growing
percentage of access is through “aways on” connections. Consegquently, the
nature, volume and sensitivity of information that is exchanged has expanded
substantially.

As aresult of increasing interconnectivity, information systems and networks
are now exposed to a growing humber and a wider variety of threats and
vulnerabilities. This raises new issues for security. For these reasons, these
Guidelines apply to al participants in the new information society and suggest
the need for a greater awareness and understanding of security issues and the
need to develop a“culture of security”.



l. TOWARDSA CULTURE OF SECURITY

These Guidelines respond to an ever changing security environment by
promoting the development of a culture of security — that is, afocus on security
in the development of information systems and networks and the adoption of
new ways of thinking and behaving when using and interacting within
information systems and networks. The Guidelines signal a clear break with a
time when secure design and use of networks and systems were too often
afterthoughts. Participants are becoming more dependent on information
systems, networks and related services, all of which need to be reliable and
secure. Only an approach that takes due account of the interests of all
participants, and the nature of the systems, networks and related services, can
provide effective security.

Each participant is an important actor for ensuring security. Participants, as
appropriate to their roles, should be aware of the relevant security risks and
preventive measures, assume responsibility and take steps to enhance the
security of information systems and networks.

Promotion of a culture of security will require both leadership and extensive
participation and should result in a heightened priority for security planning and
management, as well as an understanding of the need for security among all
participants. Security issues should be topics of concern and responsibility at al
levels of government and business and for all participants. These Guidelines
constitute a foundation for work towards a culture of security throughout
society. Thiswill enable participants to factor security into the design and use of
al information systems and networks. They propose that all participants adopt
and promote a culture of security as a way of thinking about, assessing, and
acting on, the operations of information systems and networks.

. AIMS
These Guiddlines aim to:

— Promote a culture of security among all participants as a means of
protecting information systems and networks.

— Raise awareness about the risk to information systems and
networks; the policies, practices, measures and procedures
available to address those risks; and the need for their adoption
and implementation.



— Foster greater confidence among all participants in information
systems and networks and the way in which they are provided and
used.

— Create a generd frame of reference that will help participants
understand security issues and respect ethical values in the
development and implementation of coherent policies, practices,
measures and procedures for the security of information systems
and networks.

— Promote co-operation and information sharing, as appropriate,
among all participants in the development and implementation of
security policies, practices, measures and procedures.

— Promote the consideration of security as an important objective
among all participants involved in the development or
implementation of standards.

[1. PRINCIPLES

The following nine principles are complementary and should be read as a
whole. They concern participants at all levels, including policy and operational
levels. Under these Guidelines, the responsibilities of participants vary
according to their roles. All participants will be aided by awareness, education,
information sharing and training that can lead to adoption of better security
understanding and practices. Efforts to enhance the security of information
systems and networks should be consistent with the values of a democratic
society, particularly the need for an open and free flow of information and basic
concerns for personal privacy.!

1 In addition to these Security Guidelines, the OECD has developed complementary
recommendations concerning guidelines on other issues important to the world's
information society. They relate to privacy (the 1980 OECD Guidelines Governing
the Protection of Privacy and Transborder Flows of Personal Data) and cryptography
(the 1997 OECD Guidelines for Cryptography Policy). These Security Guidelines
should be read in conjunction with them.



1) Awareness

Participants should be aware of the need for security of information systems and
networks and what they can do to enhance security.

Awareness of the risks and available safeguards is the first line of defence for
the security of information systems and networks. Information systems and
networks can be affected by both internal and external risks. Participants should
understand that security failures may significantly harm systems and networks
under their control. They should aso be aware of the potentia harm to others
arising from interconnectivity and interdependency. Participants should be
aware of the configuration of, and available updates for, their system, its place
within networks, good practices that they can implement to enhance security,
and the needs of other participants.

2) Responsibility

All participants are responsible for the security of information systems and
networks.

Participants depend upon interconnected local and global information systems
and networks and should understand their responsibility for the security of
those information systems and networks. They should be accountable in a
manner appropriate to their individual roles. Participants should review their
own policies, practices, measures, and procedures regularly and assess whether
these are appropriate to their environment. Those who develop, design and
supply products and services should address system and network security and
distribute appropriate information including updates in a timely manner so that
users are better able to understand the security functionality of products and
services and their responsibilities related to security.

3) Response

Participants should act in a timely and co-operative manner to prevent, detect and
respond to security incidents.

Recognising the interconnectivity of information systems and networks and the
potential for rapid and widespread damage, participants should act in a timely
and co-operative manner to address security incidents. They should share
information about threats and vulnerabilities, as appropriate, and implement
procedures for rapid and effective co-operation to prevent, detect and respond
to security incidents. Where permissible, this may involve cross-border
information sharing and co-operation.

10



4) Ethics
Participants should respect the legitimate interests of others.

Given the pervasiveness of information systems and networks in our
societies, participants need to recognise that their action or inaction may
harm others. Ethical conduct is therefore crucial and participants should
strive to develop and adopt best practices and to promote conduct that
recognises security needs and respects the | egitimate interests of others.

5) Demaocracy

The security of information systems and networks should be compatible with
essential values of a democratic society.

Security should be implemented in a manner consistent with the values
recognised by democratic societies including the freedom to exchange
thoughts and ideas, the free flow of information, the confidentiality of
information and communication, the appropriate protection of personal
information, openness and transparency.

6) Risk assessment
Participants should conduct risk assessments.

Risk assessment identifies threats and vulnerabilities and should be
sufficiently broad-based to encompass key internal and external factors,
such as technology, physical and human factors, policies and third-party
services with security implications. Risk assessment will allow
determination of the acceptable level of risk and assist the selection of
appropriate controls to manage the risk of potential harm to information
systems and networks in light of the nature and importance of the
information to be protected. Because of the growing interconnectivity of
information systems, risk assessment should include consideration of the
potential harm that may originate from others or be caused to others.

11



7) Security design and implementation

Participants should incorporate security as an essential edement of
information systems and networks.

Systems, networks and policies need to be properly designed, implemented
and co-ordinated to optimise security. A mgjor, but not exclusive, focus of
this effort is the design and adoption of appropriate safeguards and solutions
to avoid or limit potential harm from identified threats and vulnerabilities.
Both technical and non-technical safeguards and solutions are required and
should be proportionate to the value of the information on the organisation’s
systems and networks. Security should be a fundamental element of all
products, services, systems and networks, and an integral part of system
design and architecture. For end users, security design and implementation
consists largely of selecting and configuring products and services for their
system.

8) Security management
Participants should adopt a comprehensive approach to security management.

Security management should be based on risk assessment and should be
dynamic, encompassing al levels of participants activities and all aspects
of their operations. It should include forward-looking responses to emerging
threats and address prevention, detection and response to incidents, systems
recovery, ongoing maintenance, review and audit. Information system and
network security policies, practices, measures and procedures should be
co-ordinated and integrated to create a coherent system of security. The
requirements of security management depend upon the level of
involvement, the role of the participant, the risk involved and system
reguirements.

9) Reassessment

Participants should review and reassess the security of information systems
and networks, and make appropriate modifications to security policies,
practices, measures and procedures.

New and changing threats and vulnerabilities are continuously discovered.
Participants should continualy review, reassess and modify all aspects of
security to deal with these evolving risks.

12



RECOMMENDATION OF THE COUNCIL CONCERNING
GUIDELINESFOR THE SECURITY OF INFORMATION SYSTEMS
AND NETWORKS

TOWARDS A CULTURE OF SECURITY

THE COUNCIL,

Having regard to the Convention on the Organisation for Economic
Co-operation and Development of 14 December 1960, in particular, Articles
1b), 1¢), 3a) and 5 b) thereof;

Having regard to the Recommendation of the Council concerning
Guidelines Governing the Protection of Privacy and Transborder Flows of
Personal Data of 23 September 1980 [C(80)58(Final)];

Having regard to the Declaration on Transborder Data Flows adopted
by the Governments of OECD Member countries on 11 April 1985 [Annex to
C(85)139];

Having regard to the Recommendation of the Council concerning
Guidelines for Cryptography Policy of 27 March 1997 [C(97)62/FINAL];

Having regard to the Ministerial Declaration on the Protection of
Privacy on Global Networks of 7-9December 1998 [Annex to
C(98)177/FINAL];

Having regard to the Ministerial Declaration on Authentication for
Electronic Commerce of 7-9 December 1998 [Annex to C(98)177/FINAL];

Recognising that information systems and networks are of increasing
use and value to governments, businesses, other organisations and individual
users,

Recognising that the increasingly significant role of information
systems and networks, and the growing dependence on them for stable and
efficient national economies and international trade and in social, cultural and
political life call for specia effortsto protect and foster confidence in them;

Recognising that information systems and networks and their
worldwide proliferation have been accompanied by new and increasing risks;
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Recognising that data and information stored on and transmitted over
information systems and networks are subject to threats from various means of
unauthorised access, use, misappropriation, ateration, malicious code
transmissions, denial of service or destruction and require appropriate
safeguards;

Recognising that there is a need to raise awareness of risks to
information systems and networks and of the policies, practices, measures and
procedures available to respond to those risks, and to encourage appropriate
behaviour as a crucial step towards the development of a culture of security;

Recognising that there is a need to review current policies, practices,
measures, and procedures to help assure that they meet the evolving challenges
posed by threats to information systems and networks;

Recognising that there is a common interest in promoting the security
of information systems and networks by means of a culture of security that
fosters international co-ordination and co-operation to meet the challenges
posed by the potentia harm from security failures to national economies,
international trade and participation in social, cultural and politica life;

And further recognising that the Guidelines for the Security of
Information Systems and Networks. Towards a Culture of Security set out in the
Annex to this Recommendation are voluntary and do not affect the sovereign
rights of nations,

And recognising that these Guidelines are not meant to suggest that
any one solution exists for security or what policies, practices, measures and
procedures are appropriate to any particular situation, but rather to provide a
framework of principles to promote better understanding of how participants
may both benefit from, and contribute to, the development of a culture of
security;

COMMENDS these Guidelines for the Security of the Information
Systems and Networks. Towards a Culture of Security to governments,
businesses, other organisations and individual users who develop, own, provide,
manage, service, and use information systems and networks;
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RECOMMENDS that Member countries:

Establish new, or amend existing, policies, practices, measures and
procedures to reflect and take into account the Guidelines for the Security of
Information Systems and Networks: Towards a Culture of Security by adopting
and promoting a culture of security as set out in the Guidelines,

Consult, co-ordinate and co-operate at national and internationa
levelsto implement the Guidelines;

Disseminate the Guidelines throughout the public and private sectors,
including to governments, business, other organisations, and individua usersto
promote a culture of security, and to encourage al concerned parties to be
responsible and to take necessary steps to implement the Guidelines in a manner
appropriate to their individua roles;

Make the Guiddlines available to non-member countries in a timely
and appropriate manner;

Review the Guidelines every five years so as to foster international
co-operation on issues relating to the security of information systems and
networks;

INSTRUCTS the OECD Committee for Information, Computer and
Communication Policy to promote the implementation of the Guidelines.

This Recommendation replaces the Recommendation of the Council

concerning Guidelines for the Security of Information Systems of 26 November
1992 [C(92)188/FINAL].
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PROCEDURAL HISTORY

The Security Guidelines were first completed in 1992 and were reviewed in
1997. The current review was undertaken in 2001 by the Working Party on
Information Security and Privacy (WPISP), pursuant to a mandate from the
Committee for Information, Computer and Communications Policy (ICCP), and
accelerated in the aftermath of the September 11 tragedy.

Drafting was undertaken by an Expert Group of the WPISP which met in
Washington, DC, on 10-11 December 2001, Sydney on 12-13 February 2002
and Parison 4 and 6 March 2002. The WPISP met in Paris on 5-6 March 2002,
22-23 April 2002 and 25-26 June 2002.

The present OECD Guidelines for the Security of Information Systems and

Networks: Towards a Culture of Security were adopted as a Recommendation
of the OECD Council at its 1037™ Session on 25 July 2002.
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